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GENERATE RANDOM ENCRYPTION KEY 
FOR EACH ACCESS 



I 



1 


r 


GENERATE AGENT KEY 
BY COMBINING ENCRYPTION KEY 
AND ADDRESS 




GENERATE CUSTOMER KEY 
BY COMBINING ENCRYPTION KEY 
AND AGENT CODE 
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ENTER AGENT KEY, AGENT CODE, 
ACCESS DATE, AND ADDRESS 




ENTER CUSTOMER KEY, AGENT 
CODE, ACCESS DATE, AND 
ADDRESS 
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VALIDATE ADDRESS IN AGENT 
KEY BY COMPARING IT WITH 
ENTERED ADDRESS 




VALIDATE AGENT CODE IN 
CUSTOMER KEY BY COMPARING 
IT WITH ENTERED AGENT CODE 
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GENERATE ACCESS KEY BY 
ENCRYPTING AGENT CODE, 
ACCESS DATE, AND ADDRESS 




GENERATE VALIDATION KEY BY 
ENCRYPTING AGENT CODE, 
ACCESS DATE, AND ADDRESS 




















ALLOW ACCESS TO DESIGNATED 
AREA IF ACCESS KEY MATCHES 
VALIDATION KEY 







FIG. 2 



